Security Proof for QKD Systems with Threshold Detectors
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Abstract

We rigorously prove the intuition that in security proofs for BB84 one may regard an incoming signal to Bob as a
qubit state. From this result, it follows that all security proofs for BB84 based on a virtual qubit entanglement
distillation protocol, which was originally proposed by Lo and Chau [3], and Shor and Preskill [4], are all valid even
if Bob's actual apparatus cannot distill a qubit state explicitly. Using the same technique, we also prove the
security of the BBM92 protocol where Alice and Bob both use threshold detectors.

Introduction

Quantum key distribution (QKD) is a way to share
secret keys between separated parties (Alice and
Bob) with negligibly small leakage of its information to
an unauthorized third party, Eve. The first QKD
protocol, BB84, was introduced by Bennett and
Brassard in 1984 [1], and its unconditional security
was first proven by Mayers [2] in a bit complicated
manner. After the first proof, researchers have tried to
prove its security in a simple manner. Some proofs
are based on entanglement distillation protocol (EDP)
idea [3-6], and others rely on uncertainty principle [2,
7] or information-theoretic approach [8].

In EDP-based security proofs, we usually assume
implicitly that Bob has a detector which can
discriminate between vacuum, single-photon, and
multi-photon states in order to distill a qubit state,
while this is not the case for the security proof based
on uncertainty principle [7], i.e., the conventional on-
off detectors (threshold detectors) can be used in this
case. On the other hand, EDP-based security proof
can apply to many protocols, including BB84 with two-
way classical communications [5], with decoy states
[9], B92 [10], and so on [11], however the security
proof based on uncertainty principle cannot directly
apply to these protocols. Thus, it is important to
consider from experimental or theoretical viewpoints
how to accommodate the use of threshold detectors
in EDP-based security proof, or to consider how to
apply the uncertainty principle idea to the other
protocols.

Main Results

In this presentaion, we first prove unconditional
security of BB84 with threshold detectors based on
the argument of virtual EDP, which is valid regardless
of one-way or two-way classical communications [12].
In order to show its security, instead of assuming
photon-number discriminating detectors, we introduce
an explicit squash operator in the virtual protocol,
which transforms Bob's incoming multi-photon state to

a qubit state. Then we suppose that they run a virtual
EDP on the obtained qubit pairs in order to extract
secret keys. If one-way classical communications are
used in this setup, the secret key rate R from the
single photon part is R=1-Ha(epi)-Hz2(epn), Where epit
and epn are the phase and the bit error rates in the
virtual protocol. As a consequence of introducing an
explicit squash operator, all the formulas for key
generation rate given in the preceding literatures of
EDP-based security proofs are valid with threshold
detectors, even when multi-photon emission is taken
into account [6] or with decoy states [9]. Our
formulation also applies to the case of two-way
classical communications [5], hence the bit error rate
threshold of 20% or higher is true with threshold
detectors as well.

By using the same technique, we also prove the
security of the Bennett-Brassard-Mermin 1992
(BBM92) protocol [13], where Alice and Bob both use
threshold detectors [12]. In BBM92 protocol, a third
party supplies entangled states to Alice and Bob, and
they measure it with the same set of bases as in
BB84. If both the receivers have photon-number
discriminating detectors and can reject incoming
multi-photon states, this protocol is theoretically
equivalent to BB84. When threshold detectors are
used, however, the security of this protocol is not
straightforward, and we will give the security proof for
this scheme in this presentation.

Recently, similar results regarding construction of
squash operators were obtained independently by
Beaudry, Moroder, and Litkenhaus [15]. A security
proof of BBM92 with threshold detectors was also
given independently by Koashi et al. [16], although
the techniques used there were different from ours.

Assumptions for Security Proofs

The assumptions that we make for theoretical
description of BB84 are as follows. First, it is
assumed that Alice's signals are block diagonalized
with respect to photon number, and thus one can



treat events having different photon numbers as
distinct classical events. Moreover, we assume that
Alice's mixed states in the z basis and the one in the x
basis are the same, i.e., there is no basis information
flow from Alice's source.

We also suppose that when Alice emits a multi-
photon state, all information regarding that bit is freely
leaked to Eve due to the photon-number splitting
attack [14]. It is proven, however, that we can still
generate a secret key as long as Alice's signals
contain a sufficiently high ratio of single-photon states
[5]. This ratio can be well-monitored by the decoy
state method [9], resulting in longer distances of
communications. Thus, only single-photon emission
part is important, to which we restrict our attention in
this presentation.

Another assumption we make is that all imperfections
of Alice's and Bob's devices, i.e., non-unit quantum
efficiency of Bob's detectors, dark counts, miss-
alignment, etc., are under Eve's control. This is the
so-called untrusted devise scenario, and with this
hypothesis we are in a situation where Alice's and
Bob's devices are all perfect. In addition, we suppose
that Bob's phase modulator acts on multi-photon
states as linear operations on tensor product states.
In other words, they transform each photon contained
in a signal independently, whether they are in a
superposition or not (for more details, see [12]).
Finally, when Bob's two detectors click simultaneously
(coincidence count), he assigns a random bit to the
corresponding event. These assumptions are also
made in our security proof of BBM92 except that Alice,
as well as Bob, plays the role of a receiver. That is,
imperfections of apparatuses are attributed to Eve's
attack, and Alice's and Bob's phase modulators
transform their incoming multi-photon states as tensor
products. If a coincident-detection event occurs on
either Alice's or Bob's side, he or she manually
replaces it by a random bit. We emphasize in the
case of BBM92 that we do not put any assumption on
incoming signals.
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