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Abstract 
The unconditional security of continuous-variable quantum key distribution is established for all schemes based 
on the estimation of the channel loss and excess noise [1]. It is proved that, in the limit of large keys, Gaussian 
attacks are asymptotically optimal among the most general (coherent) attacks, where the transmission is tapped 
using arbitrary ancillas and stored in a quantum memory as a whole. Then, it is shown that the previously derived 
bounds on the achievable secret key rates against collective attacks remain asymptotically valid for arbitrary 
coherent attacks. 

 

Introduction 
Quantum key distribution (QKD) is probably to date 
the most successful application of quantum 
information sciences. This technique, based on the 
transmission of quantum signals between two 
authorized parties (Alice and Bob), enables them to 
generate a random bit string, called secret key, which 
is provably unknown to an eavesdropper (Eve) with 
arbitrary computational and technological power. The 
secret key rate K is essentially given by the difference 
between Eve and Bob’s uncertainties about the data 
sent by Alice. Denoting Alice, Bob, and Eve’s 
classical variables (after measurement) by a, b, and 
e, one has  

K = H(a|e) − H(a|b), (1)  

where the exact definition of the conditional entropy H  
depends on the type of attacks considered: individual, 
collective or coherent. The second term of the r.h.s. of 
Eq. (1) is simply measured while running the protocol 
since it is accessible to the legitimate parties, so only 
the first term needs to be estimated, or, more 
precisely, bounded below. For individual attacks, 
H(a|e) denotes the Shannon conditional entropy, and 

can be calculated explicitly for a Gaussian attack. For 
collective attacks, it must be replaced by S(a|E), 
which denotes the von Neumann conditional entropy 
and can again be computed exactly for a Gaussian 
attack. Physically, this means that Eve accesses the 
Holevo information about Alice’s variable a by making 
an appropriate measurement on her quantum system 
E (instead of accessing the Shannon information 
between a and her measurement e). For individual 
and collective attacks, Gaussian attacks have been 
proved to be optimal as they minimize H(a|e) and 

S(a|E) for a given channel transmission and excess 
noise, which largely simplifies the security analysis. 

To address unconditional security, one must consider 
the most general class of attacks, namely coherent 
attacks, and the first term of the r.h.s. of Eq. (1) must 
be replaced by the quantum smooth min-entropy 
Smin(a|E), as introduced in [2]. The min-entropy (or 
Rényi entropy of parameter ∞) is particularly relevant 
for the security study of cryptographic protocols as it 
quantifies the guessing probability, i.e., the probability 
that Eve correctly guesses the value of the classical 
variable a [3]. Replacing Shannon or von Neumann 
entropies by min-entropies encapsulates the idea that 
the entire transmission, made of n symbols, is tapped 
as a whole. The min-entropy can be viewed as a one-
shot quantity, while Shannon or von Neumann 
entropies are computed on a single-symbol basis and 
get a meaning only by assuming that there are many 
identical transmissions. 

Motivation 
QKD protocols can be classified in discrete-variable 
protocols, based on photon counting (e.g., BB84), 
and continuous-variable protocols, based on 
homodyne detection [4]. We are concerned with this 
latter class of protocols in the following, in particular 
those based on the Gaussian modulation of Gaussian 
(coherent or squeezed) states. For discrete-variable 
protocols, the unconditional security can be proved by 
using a quantum de Finetti theorem stating that 
symmetric states are “close to” product states [5]. An 
n-partite state is said to be symmetric if it is invariant 
under any permutation of its subsystems. If the 
protocol is symmetric, one concludes that the smooth 
min-entropy of the symmetric state shared by Alice 
and Bob is asymptotically equal to (n times) the von 
Neumann entropy, as used for calculating the secret 



key rates against collective attacks. This proves that 
coherent attacks are not more powerful than 
collective attacks. Unfortunately, this approach cannot 
be applied as such to the security of continuous-
variable protocols against coherent attacks as it 
would require extending a de Finetti theorem to 
infinite dimensional Hilbert spaces. Such an 
extension, however, has just been shown to hold 
provided that experimentally verifiable conditions are 
fulfilled [6]. 

Main achievements 
We show that there exists another way to address the 
security of continuous-variable QKD, which 
circumvents the need for a de Finetti theorem in 
infinite dimension. The idea is to exploit the 
extremality of Gaussian states with respect to the 
(non smooth) min-entropy. The extremality of 
Gaussian states has led to powerful results in the 
past, as it was used, e.g., to prove the optimality of 
Gaussian attacks among collective attacks. The point 
of using Gaussian states here is that even if 
symmetric Gaussian states are not known to be 
exponentially close to product states, their min-
entropy is equal to the min- entropy of a well-defined 
product state. Then, using the link between the 
smooth min-entropy and the von Neumann entropy, 
one shows that the secret key rate against coherent 
attacks can be asymptotically bounded below by a 
secret key rate against Gaussian collective attacks. 
This establishes the proof of the unconditional 

security of continuous-variable QKD against the most 
general attacks. 

Conclusions 
We have proved that the most general attacks against 
continuous-variable quantum key distribution 
protocols cannot beat Gaussian collective attacks, up 
to some finite-size corrections which vanish in the 
limit of a large key size. Our proof holds for all 
protocols based on probing the quantum channel via 
the second-order moments of Alice and Bob’s 
continuous data.  
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